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(57) [Sft] 

enxoffiie. urn- 5 x©i»±«rseir$. 
CIB«*«] i - 1 - i - n-c«. 

rs. smig* i - 1 - 1 - n «. ®mmm«$mt®. 

7*^LTBE-9--^2JCjS5. HE*-.* 2 tt. WW 

I. ftfhf-'U- 1-4-3 «. rtffiiJ<Dtm£ 
HSU ai8«38(C«-5l»T««-*tf^. $M£7t£. 

mhn-'U- 1 ~4 - 3 tmm • satofciasus** 



1 J 1 



4-1 
L_ 



4-2 



4-3 



5-1 



ftttDB 



5-2 



**tDB 



5-3 



JfcJtDB 



I D<S£Sa5») 



«w«k» u-c^Tbn ssairtg4B#<t u . whs* 
ttiE^ttsfctcfettiawaaset*. aria* ^9-? 

gfca^L-ttssrafcflWfu saBairtSKS-^^T 
«w*mhi*«w-*- s*ttsa i * jm*t 5 c £ *» 

[IMS! 2] MieWS^tt. 
JjaHHCJ:»)tfteti*:18lWS**MbLr. Hl©B§ 

<MttsairtS%ftia-rs» 1 ©«wft*Rt. 
msbs 1 ©i»{t*a»c ct 0 t§mt$ titcm 1 ©flHHt 

8BllW*ltWfcOTJ»2©»WaH«W*£JWS 
flJiBSaEggtt. 

ire&iiiisotteft 2 ©ni^t^aict 0 ew^s n 
jirtS*WiT4iin©a^fc*K*A«u ireait 20 

&Btt. 

MIBI8tE3ta®ttre* l ©«# {b#!2(C J: 0 a* $ titc 
% 1 ©Bf #{t83OTS4»tOTtflEja(rtfP*flHS 1" 

5^ 2 <D'&mtemmtz> c t.z®wittzmm 

HBt£©^SM->XfA„ 

in*! 3 j me* i ©nwt^aa:. 
xvsmtb. ®mi(D&mmz, vsessmafow 1 © 

UiBS2©Hf#{b#K«. 30 

new i ©hnwusows*. sfr2©£ffl8£fflt,>-cnf 

#<bU tt$2©AiI£&. ttEBS&ESB©g2©&H 

fif am i ©«#< t^ai*. m#< b s 2 ©*ii£! 
a4iu-csrE»2©»jia*K#T5»2©«a«a# 

#15 £, a#SnfcJB2©fta«*ffll»T. fl?IBSfl2© 

BM<tJ83Krts*a^i/rmiEiii 1 ©iwttasirts* 
^#r-5iS2©iii#{baaiF*3sa#{b#ai?r€i. 

a* i ©£iiisi*is«#i- sis i ©^asta^ 

3MS:i. a^Sftfcgilo&SISIfcfll^-t. filB^l© 

Bg-sttt&nrtg*a^ i-r B5fB&3&rtS*is«f -r sis 1 
©«#{b!sairt«a^fc*ai «xsci t t 

SlfsJSS 2 IBlS©m^tS^->X 7- A. 
[»*54] ftfiBiS£E£Stt. 

!s:si«©e^144set^ < . msasaw*K J: 0 Bg^ 
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o . mesiMtc&ti-r * n 3 ©as^Mtf® t v 

MIBiSiiESIB© 7- 7 -f > f m% J: 0 £.1$. 3 tifc ^ 
7 -f > K»S*> ?>5«1««=&Kf#1- £«SBf» 3M5£ * 

«*. 5 c 1 r 5is*^ i &t» u 3 ©t»r*i*>© 

i*^«rsci%»ai-i-*»3»iittt»L4©t>r 

6 ] Iuibsb i ©anttfe i ©&&&. 
% 6 c«c new 2 ©^i3Ste«t urn 2 . & 

HijgBiSII^SS/c^BtriBmit^Stc^ljipJte/j:. * 
^1ira#BSLtct»£5K:7n^*FShfc. IC* 
- F • Ul $ tl 5 C £ *&« £ ? 3 ft 

t> b 5 ©t^rn^©i3t£©m-?-SM^^f- a. 

B. 8tiIBBg^{ b 3 ^/crtS=&mSBmgt^H«:i^f L . 

8afBiirts«c*-5i»-c««i«©^«ayH-r4c 

[ 8 ] milBtS:M^*« , BtflBjaM^S* Bf^j b 

IJSBBE^Btt. f)IB!S:^«*CC «t 0 Bf-^-fb 3 *a/cBg^ 
{bJSMF'gStcW UT ^7^>FS«?rtoXl/. 

f#f 5 C i ^r^FiSft i t Sit 7 iets©^^-!aM^s. 
[it5}<«9] fire«Ri*iS©BS#ft-ctt. 

ffli^TBt^bL-cuiBW i ©«t^baairts*fifejai/. 

«E»l©ftffla4. IW2«ffSB©» 1 ©4»Ba4ffl 

siilBm 1 ©l&*Mfca*rt§*. »2©*ffl«tffll,»TIS 

^<b LT»2 ©B84Hbt8«rtS*4l« t . 

fTiBW 2 ©gjlSt* . migBiSiE^B©^ 2 ©<&P§Sl^ffl 

^•CBg^bL. 

OTBBfii^sai^ca^trB. 
(5iBBf#<b3nfcS2©*iin?r > ite«2 ©^eauK 
»tc>-r^m2 ©a«a4«i>"ca^i/-c«rEW2 ©sa 

«WEa^S*ifcJ|l2©«a»*ffll,>-C. B5IB^2©Bg^ 

u&mto&zo&oxmsK 1 ©Bg#{bs^rts?ris{{f 
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sai i QfflBmim^xvL+Lrmm i ©&ffi 

[»«31 1 0 ] ftE!MlTC(cttOTflUI1MIfc£dt 
£1$$4*S»^7 fti»b9©i>rftfrKiEiB©*^ io 

[ »*a 1 1 ] we* i ©&H*fe «t v» i ©ims 
gt, 6 vfcmriam 2 ®&®m*s 2 ©fg&ftB. 

0 ©li-rn^jcistt©*^ sai^fe, 

[*W©g¥*fflftSlW] 
[0 00 1 ] 

[»!©i-r*a«»»] **6?ub. H»»**tt#a 20 

[0 0 0 2] 

[«£*©«« 1 ft** 1 ?. BRk»Wt#a«tt^a>S 
RJMKflJtS***). £<©A#-Clft? 

[0003] 

[2P.§A s ft?i*l/J:5 4-fSi£gi] bfrbUlfih. -bidi U 30 

*4. *fc. S»fJ£*B. SSI#«:«kS#S*-c*5 
fc©. EA5*KJ:S*^SI^fflSI#*6*.ttl<». * 

[0 004] C©#69IB±tf!t,fc>t» (C«*tft3hfc 
fc©t\ A*©BU*. HJ3II;^-*©ffi'J\ 

* ttss/x a fc <t cf«^a3K^tt*««-r s c <t * a 

Wits. 40 
[0 00 5] 

[ GBfl* Sfcft©*© ] ±2 L fcHII£.**ifcT 
Ztctbic, mm 1 iBtK©891Ttt > * h v-i>icm 

^•O-CSBffi-rSBfiESai. SifESgSEgEfcfl-OTltE 



[ 0 0 0 6 ] tic. »*B2IBtt©»H , rtt. 1 

Ettom^sof^f-Atcfc^-r. ffirB&xifiSB. ft 

mmft®*£.m zm i ©«t#<b*8£ . buses i © 
M<i*»cj:*iMfi:8wtJi i mmmmm^ 
mil bxmz (Dssmmm^a^m s nr 2 ©b§-§- 
<b*st*A«L.. fflESfEBKB. tirEftM^©!* 

ES 2 ©8W<fc#gKC J: 0 flHUfcg flfclS 2 ©Bg^fcft 

»rts*a-fiL.TiraB» i ©m-fHtisawsfcJMM- & 
*i©a-9<b*a***u nejnt«aitt. mgibe 
£»©*£* i (DGmmMic «fc offl^s hfc* i out 

* b&3CrtS£ffl-!f 0 T8&ESOWS *Btf»T S Iff 2 © 

mmm mt zct &m t*&. 

[ 0 0 0 7 ] *fc. M*3I3BBtt©«WCB. tt$82 
IB«K©^SM^^f-A{cfc^-C. WE* 1 ©*9fb# 

*m»Tns-fHtu sdnio^aii*. »esuh*h© 
mi oAmmzm^xvsmtL* ■wm2<ottmt&& 
b. iWBSio^tisajrts*. »2©*jist*fflt,» 

fifiii*fflv»"c»<MfcL. hues i ©awb^H*. m 
<HbSftfc»2©fta*£. «ES2©&H««:*ti£T 
2 ©»««*ffli>Ta^ l-cwie* 2 ©ftjist*m 

flWS»2©fta*«^ai:. a#$tl/c^2 ©*ii 

«*ffli»-c . me* 2 ©nnw mmH^z'tim l xmz 
% 1 ©B^wb«*rtS ! &wflW"s»2 ©w^bsairts 

ffl^{b^Ki4«A, WEJB2©«^{b#aB. Bf-^{b 

stt/cfin ©«»§!*. msbh 1 ©^gg^tc^iciris 
1 <oimm*m^xmnbxni!&& 1 ©*asi4^-r 

5» 1 ©*ffl^a#*S4 - ffl^snfcJS 1 ©^ii^4 

ffli>-c. miEjiii©BW<b!a3iirtS4a#u-cOTfflm 

[ 0 0 0 8 ] tit. l»3|tq(4IBtt©»WCB. ft*3S 1 

r, uiassiggB. !saa©iEStt*iBEr^<. n 

MF*9g4B|^bL. WEBi^BK:aSfir4W3©II|# 
{b#!2i . UEHIE*II©^5 > F»«*SK J: 0 3fe 

[ 0 0 0 9 ] $/c. 11*1 5E«©»W"CB. M«qi 1 

ttc>L4©i>rn*>©iB4s©a-T-asi'>^f-A{c*jt,> 

T. milBftit^SB. BrilBaMrtgCCJtU-CIiSiJttfE^ 

^•r & a»HiM£6K¥& t . WEtanrts *iwbii»»i 

t»$Bi i fcicSffl-T 4^«T 4 C 4 

[0 0 1 0] tic. «#BBIBtt©*9rCB. SS^3 
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ftl» 0 5 (D\,*irtifr<D%BXt<Dn*&M~>Z?- AtCfcl* 
-C. tnEBl©&HB*»J:Eflin©lfeBB. &6WC|u 

E»2©fin«*j«fco { »2fiD«»if«i. &*. bebe 

Kg * fc ttBBBItBB(c*KTOttc . ^SP^1t$R*5^ 
&0ftt»«fc5«:7 , a?-* V sn/c. I C#- Kl^-C^fiX 

[0011] JbaL/fcWH^i*l»SirSA:a>tc. B$B 
7 EBC&ETB. * y h 7- * Kjg&s hfc&BB* 

K&MSftfcssirtssrBf-^bb 

r, BE** h9-*K«BSftfcBliM«Cj5HIU ao 
BEBEBBB. aSJ#OBffi*?ft», m%£$fttcm£ 

b. wBBW^kShytrtSiiiwasitsatcjjSfti/. b 
EBttBBtcj: oT*iew-«wfc»Brt8«:a-*i/Taai 
rts*B»u »»BrtStc»-3t»T«BB©BB*» 

[00 12]*/:, B#B8Ett©»B-Ctt. B*B7 

BBttoa^sawffiKfc^r. be&bbsm:. be& 

BrtS*Bf#fbLTB^bSWrtS*£BU WEBB 

ggu, BE£B££tcj: o b§ #{fcs hfcB-fHbSBrt 

KB«4£BU BEBB«*«. 20 

bet? w > F»**>6»*it«*w»-rs c t*B» 

[0 0 13] J/:, B*B9EB©»B?tt. 18^7 

iESS©tiTg^^stcte^-c. BEfis&rtSoBf-^b-c 
B*jin'c«#{bo-cBEB i (DizmmmfomzzLtfi 

U BEB1 ©Siill*. BBftltSB©B 1 ©4»8« 

*m»-c«<wbu Butsm i ©B^bBBrts*. 1&2 
©*il§i£ffli>TBg-snb or® 2 ©Bf-ttfbfSBrt&fc^. 
BU BEB2©£BB*. BEBBSSB©B2©&H 30 
«4ffll>-CBW<bL. OTBBW{b«WWg©a^bT 

b. frieBg-§-{bsnfc^2©SjiSi ; &. beb 2 ©£ga 
fliK*n6-j-*iii2©a««*ffli»'ca^i/-c«ri3»2© 

t, BEB2©B#te»BrtB*a*tb"CBEBi©B 
^bBBrtS*»»u BEBBfbs*ifcBi©#sB 

4. file® l ©&Mfc*ft&J-&9 1 ©»BB&Bt>T 
BB 1/ T BEB 1 ©#BB 4KB 1/ . BEB# s intern 

i©*a«*ffl(r»r. oteju i ©B»{U93Rrts*a-* 

[ 0 0 1 4 ] * fc. BBB 1 OfiUCIWTB. 
7 ftt> L 9 ©(,»r*i*»K:E«t©B-?fi:B2fffiK**l.»'C - 
BEB»rtS£ttOTBJ50B«*£BU BEBBrtB 
* BEBSMHR iiitcSSTSCi it 5. 

[00 15] S/c, st#3S 1 1 EB©BB"Ctt. 

7&i»l i 0©t>-rn*>tcisK©sT-taai^ffiK*ji,> 

■C. im*l©&H**±OWl©tM». &6CHCB 
BB2©&BB*}«fcU t B2©te«att. B*r. SEBS 
£ fcttBBBB«:BB*JBfc . fl-W^BB^BB Oft t » 
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[0016] C©»W"Ctt. * » h 
£, line* v h 7- i> tcS^ § ft /cSEBB tc J; OISH 

u BEBE£ftfc&iiF , ig£Bg#<bL-c. be*? f- 

9 - * l/t . BEBEBB fc «B S ft* t » 5 BttB 

BK3sm o . bebh-bbk: «t xmsmmmmfo® 
*aBi,TfiBrts*BBu B&BrtSKg-^-cB 

MB©WROItf1'&. OfctfoT. A*©B». MB 
^-^©B'K M^M^SWM©^, BStS*©l« 

±*ie«r 5 c i **iub i ft s . 

[0017] 

[BB©B*©»BJ fcTF. HlB*Bt>"C*»W©BB 
©JfJ«g?rlftBJT5. 

A. £BBB©Bft 

HI tt. *«JflMWBB«KJ:*«T«BiS'^^A©« 
«E*wT^o 9 j»HT*5. BltcfcOT, £BB£l 
-1. 1-2, -. 1-nB. BSBftcRBStlfcMB 

*. BSOBt*l-l~l -ntt. <f>*-*»F7K 

ansnri**. aa8t*i -n«. n©s 

B, SBWrJKBr*WiB<WR«:j6D-cS«>6*iTi» 
[0018] JJB&Hiifi* 1 - 1 -1 - nB, figffi^tf 

«*«MWbrs«B. &arr*i2E-*-A2K:<j:>3£RX 

F) . ^1iSm#8i7 r -<y5';l'SSi(C*tL,'r 
2S©Bi#{b?:^ ; 5^ft<b'?rW-r*„ cn6tSI6 (1ft 

icourBaa-r*. 

[0019] jftBBB. SBW* 1 - 1 ~ 1 - n ©f » 
?-/S*jU±©»?:jJ<jf>4 5fv*-«-acir. 
iSSETSfc©© 1 D (tS*f8fcgiW-) ^X7-F. ^ 
?i#fti'?:A^T5. ID, /-CX9-FB. B 
2CC^-TJ;^tC, 3«7«©:7;l/-7'K:#iiJU S^U- 
^CCS-^4#WS. ID, ^-^7-FB. S!££5?©& 
BBJC^BO. B*B»t». A^s^?r(a»-r^/ca?>tc 

»*©*-c««i-s c ttm* u\ 

[ 0 0 2 0 ] ftfc, SXKJfi 1 - 1 ~ 1 - n B. &BB 
©S^tc|8:S3tirfcJ:l,»*i, C©»^. Bf5E©S^ffl 

[0 02 1 ] s2Eit-/-«2B. HZftL 
rfiB«*l - 1-1 -ntC^OT. ±ieiD, /^7 

- f, gi^Hfti'^s^u. -?-ne.ti$8?:R§^o-cia:ii 

^*SaE-r-5. i/c. BHlJ--;<2»*. ^>*-*»F 
7 ^r^U-ca^e^ 1 - 1 - 1 - nCC^L/X, fSffl#W 
«B (ffcg- B«. MWM) (BBL. S*«*l - 1- 
1 -n*pP>©&Hti!*B (B-^b») Kf^$JH2 
(7 , 7-f>FS«) *«ffT4. *fc. BE*— »<2 
B, SMffi^l - 1 - 1 - n3S>e»©B<MbSti/tlSaiB 
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aasr43#oa»n»--^4- 1. 4-2, 4- 
3{cg<rr-2>j:5K:&o-ci>a. be*-;<2 

B. »B#©BK*ff-jfc9. awtiucw 
5/c*©BE? J -£ / <-X3$:fi*.Tt>£. f£BEr- 
3 tt. &SI#$©ID. ><*7-K. «ff. ffi 
§t, 8£tt» (SB. &«&#) *B«l/tl» 

[0 02 2] Hlt-t-^4- 1-4-3 B, -e-ft^fttf 

!»aw«:KB3ft. ^-©t&nsrWf & 3 -5©t-^'* 

6*5. Hit*— 'U - 1 -4 - 3B. *ft-?ft 10 
ttiHc«Bfe,fcC8Mt«T5. J:»)JWtt«J{ctt. *8+* 
-;-<4- 1-4-3 B, fSE*-A2#>6©&SI 

l*$g&c*t l r . hie* ->< 2 (c «t 5 ^ y * *•* 
SEL. «:BB8«*44fiE-ttlnU att^-i^-as 
-1. 5-2. 5-3Kttttrs. -e-ft-?ft©*it*- 

y<4- l~4-3tcJ:a*tHS*tt. El#»K:B£8ft. 

«t 5 Wot t,>5. 

[0 02 3 ] fcfc. ±&LfcBE*-;<2*5,J:tf*Bi* 

-/•54- i~4-3-c«> taaft»$a©Bi#'ftia^*5 t fc 20 
tomtoxv? ■< isitfrmzicis^xm^ 6ft* . *m 

B©^£8HI. fcJ:D»g£fiStt. IC*-Ktt£© 

BttBttrt "CUM s ft 3 J: 5 k & -j -a > a . «««« . 
(,»©?. *£•&&©&*!©& (c©fi-e«2. «#*-'< 

©iS£KB3«JI) ^W»«*Jj:D c lt^t«:m>. TlS 

[0024] b . nmiB<omV'Xt<c> ® 3 jcs**? □ 30 

tftBJIT*. CCT, 04B. BE-fr-'tofcfv 
5B. _hiE8Sli85fc'C©3Bti BE*-;<?©Hit H 

tt*-><r©Bt*©«**5v*"tt*H"c*&. 

[0 02 5] SH^B. ^feg^©ffi3;fr6-f>*-* 
£') *2»T4 (^f^S 1 ) . BE*-^'2B. g 

»i/fc«»*K»i/-ci d <sHt#B»tiP) . pw 40 

X7-F) 3&«IBXSftteJ/-;l'(*t»*«* 

«i3K*BTj*ottt»wfli#«>sa©"c. mm*), be* 

-^'2 (&f«f9SJr) 111*6 a»W«:***«:*fo-CJ/- 

[0 02 6] -XiC. &MB «:&■&£. K£&gBgs£©4S 
tcSI5jM$ft/ciS:^a#?r^#L/-Ct9:^tcHi|S]t. & 
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KttHSftfc. &MH*1 - i ( i = l~n) *>68:« 

*raw*s (x*?*s3) . 

[0027] BE*-^2B, K7?r^U 
T. ±K8SBfl3lU - i K*tl,T I D. Ffc<fc 
tfB£H©A»*K#TS (**»*S4) . 8H# 

b> &bb$i - i ©* 7 ? A*n/*>6. e^tcwais 

ftfc^-;l/ff*B*itKEn^$ftfcI D, 

W«a (MMDD) ZAtltZ, 

5). ID. A*7-FB. F7£/M,T 

[0 02 8] BE*-A2 B, ±fa8Hii&3fi 1 - i #>6 
A2j£ftfc. ID. /<c*9-F. fc«fctfH£EI£ t BE 
r-*^-X3©tjt*6il!S£0. jEU>8HS#r*5 

Zfxvtth (Xf^'S6). &H;g#JE^iBE 

sft/cia^B. bh*-><2«. m%$m j* 

miS* 1 - i (Cim ?Z> (W^'S7). !aM^*5iE 
££tBiE3ft«ert»-3fcil£tt. ^©litlSaBB* 1 - i 

[0 02 9]>m». SMffi^l- iCC«^Sft*« 

yS8) „ SOtiB* l - i TB. 04Cc^-TJ;otc. il 

(Bt-Sfjt) b. -f>*-*7 h7*^-l/TBE-9--A2 
tcSI{M-r3 (^f^S9). BHlf-A2rB, S4 
^TioK:. JJEB^fcSftfcffliflMWcWorf 8 ^ 

1-7^0-C. amifg*l - i KSSftrS (Xf -^s 
10) „ 1 - i -Ctt. 04tc^T<tOtc. ±ge 

ji/S^^ffiff-rs (xf-^-s in. c©<t5K. 7 

«tt©«liE) . *0T. BE-T-^JCiO. -?-©a^# 
*5*AT*3C<!:. *©i9:MrtS*sa^*AK<fc5t> 
©f^aci. ^*JMffiLTt3:D6ftTl>*t»Ci*J8g 
ESftaciK**. 

[0 0 3 0] Wcy7-f> FS«©^©^4^-r. B 
B*-^©iMSB*d. fiHftie, n. &BflttR&m 
if*. *fc«T©ai»«n©B*©B"C©ai»-C* 
3. ®mi&mZ> SL^r^r^fiKL. rOe$im©a?: 
xiL-CBE*-- 'f^aWTS. BE*-- '<ttx©d* 
*yiLrJ5WB*^aM ! tr*. C©y*J*9-f>K» 
filHBKBy«r-CBBrs. d«l/et 
<&£©-C, BBBBU:m©dB&«rO. CftUmtcMr 
5S«-?-©fc©'C$>a. 

[ 0 0 3 1 ] «K. f5:^4ffi* 1 - i -CB. S 5 iC^T <t 
5«C. ±B&BtlMB (fiVZfrmZZ&ts) ?ri*lSjA 
KJrOafSLfcft (Xf^S 1 2) . $6tc. ^ISB 
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tCfcOSBtJO (Ztv?'S 13). ? hli 

■ft b T KElf - 2 ^&mT 6 „ BE-9--^2-Ctt. 0 
5tc^-rJ:^^. J1-iJ©l*fSiB©*«rB8i*L/ 
S 1 4 ) , JHHJwU -1-4-3 {ca«t*. Hit 
1-4-3 -Ctt. 05fC^T<J:^(C, WffA 
*H»l/ UtvVS 15), 7c©!UK11N« (7 s ^5?* 

[0 0 3 2 ] WTtc. ±IStS:M^* 1-1-1-ntO 
ffiti. Bffiif-^2t?©Hit, *lt^-^4-l~4- 
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(54) {Title of invention} Electronic voting system and electronic voting method 



(57) {Abstract} 

{Problem} To achieve reduction in amount of labor, reduction 
of ballot opening space, elimination of invalid ballots and 
questionable ballots, and prevention of counting errors. 
{Solution} Voters vote at voting terminals 1-1 through 1-n by 
using a touch panel. An authentication server 2 generates a blind 
signature for the vote information to authenticate the voter. 
Voting terminals 1-1 through 1-n seal the vote information in a 
double electronic envelope by means of encryption techniques 
and send it over the internet 7 to the authentication server 2. The 
authentication server 2 unseals the outer envelope and sends the 
result to three counting servers 4-1 through 4-3. Each of the 
counting servers 4-1 through 4-3 unseals the inner envelope 
and performs counting based on the vote content. After opening 
of ballots is completed, the counting servers 4-1 through 4-3 
compare the collected and counted results of voting, and in case 
a discrepancy is discovered, determine the correct value by 
majority decision. 




1-1, 1-2, 1-n: Voting terminal 
2: Authentication server 
3: Authentication DB 

4- 1,4-2, 4-3: Counting server 

5- 1,5-2, 5-3: Counting DB 
7: Internet 

A: ID (voter identifier) 
PW (password) 
Name 
Address 

Voting status (registered, voting in progress, voting completed) 
Vote information 
Vote identifier 



B: 
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{Scope of patent Claims} 

{Claim 1} An electronic voting system distinguished in that it 
comprises: 

a voting terminal connected to a network, which encrypts the 
content of votes cast by voters for candidates and generates 
encrypted vote content; 

an authentication device which authenticates said voters at said 
voting terminal via said network; and 

a counting device which decrypts the encrypted vote content 

obtained from said voting terminal via said authentication 

device to acquire the vote content, and counts the votes obtained 

by candidates based on said vote content. 

{Claim 2} An electronic voting system as described in Claim 1, 

distinguished in that: 

said voting terminal comprises 

a first encryption means which encrypts the content of the vote 
cast by the voter to generate a first encrypted vote content; and 
a second encryption means which encrypts the first encrypted 
vote content encrypted by said first encryption means to 
generated a second encrypted vote content; 
said authentication device comprises: 

a first decryption means which decrypts the second encrypted 
vote content encrypted by said second encryption means of said 
voting terminal to obtain said first encrypted vote content; 
and said counting device comprises: 

a second decryption means which decrypts the first encrypted 

vote content decrypted by said first decryption means of said 

authentication device to obtain said vote content. 

{Claim 3} An electronic voting system as described in Claim 2, 

distinguished in that said first encryption means 

encrypts the content of the vote cast by the voter using a first 

common key and encrypts said first common key using a first 

public key of said counting device; 

said second encryption means 

encrypts said first encrypted vote content using a second 
common key and encrypts said second common key using a 
second public key of said authentication device; 
said first decryption means comprises a second common key 
decryption means which decrypts the encrypted second common 
key using a second secret key corresponding to said second 
public key to obtain said second common key, and a second 
encrypted vote content decryption means which decrypts said 
second encrypted vote content using the decrypted second 
common key to obtain said first encrypted vote content; 
and said second decryption means comprises a first common 
key decryption means which decrypts the encrypted first 
common key using a first secret key corresponding to said first 
public key to obtain said first common key, and a first encrypted 
vote content decryption means which decrypts said first 
encrypted vote content using the decrypted first common key to 
obtain said vote content. 

{Claim 4} An electronic voting system as described in any of 
Claims 1 through 3, distinguished in that 
said authentication device comprises: 

a blind signing means which generates a blind signature for the 
vote content encrypted by said voting terminal to authenticate 
the legitimacy of the voter; 
and said voting terminal comprises: 
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a third encryption means which encrypts the content of the vote 
for candidates selected by the voter and transmits it to said 
authentication device; and 

a signature acquisition means which acquires signature 

information from the blind signature generated by the blind 

signing means of said authentication device. 

{Claim 5} An electronic voting system as described in any of 

Claims 1 through 4, distinguished in that: 

said counting device comprises: 

an identification information generating means which generates 
identification information for said vote content; and 
a storage means which stores said vote content together with 
said identification information. 

{Claim 6} An electronic voting system as described in any of 
Claims 3 through 5, distinguished in that said first public key 
and first secret key as well as said second public key and second 
secret key are each generated and managed within an IC card 
that can be installed in and removed from said authentication 
device or said counting device and which is protected so as to 
prevent external leakage of information. 
{Claim 7} An electronic voting method distinguished in that: 
a voter casts a vote from a voting terminal connected to a 
network; 

said cast vote content is encrypted and transmitted to an 
authentication device connected to said network; 
said authentication device performs authentication of the voter, 
and if he was authenticated, transmits said encrypted content to 
said counting device; 

said encrypted vote content is decrypted by said counting device 
to obtain the vote content; and 

the votes obtained by candidates are counted based on said vote 
content. 

{Claim 8} An electronic voting method as described in Claim 7, 
distinguished in that: 

said voting terminal encrypts said vote content to generate 
encrypted vote content; 

said authentication device generates a blind signature for the 
encrypted vote content encrypted by said voting terminal; and 
said voting terminal obtains signature information from said 
blind signature. 

{Claim 9} An electronic voting method as described in Claim 7, 

distinguished in that: 

in the encryption of said vote content, 

the content of the vote cast by said voter is encrypted using a 
first common key to generate said first encrypted vote content; 
said first common key is encrypted using a first public key of 
said counting device; 

said first encrypted vote content is encrypted using a second 

common key to generated second encrypted vote content; 

said second common key is encrypted using a second public key 

of said authentication device; 

and in the decryption of said encrypted vote content, 

said encrypted second common key is decrypted using a second 

secret key corresponding to said second public key to obtain 

said second common key; 

said second encrypted vote content is decrypted using said 
decrypted second common key to obtain said first encrypted 
vote content; 
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said encrypted first common key is decrypted using a first secret 
key corresponding to said first public key to obtain said first 
common key; and . 

said first encrypted vote content is decrypted using said 
decrypted first common key to obtain the vote content. 
{Claim 10} An electronic voting method as described in any of 
Claims 7 through 9, distinguished in that identification 
information is generated for said vote content, and said vote 
content is stored together with said identification information. 
{Claim 1 1 } An electronic voting method as described in any of 
Claims 7 through 10, distinguished in that said fust public key 
and first secret key as well as said second public key and second 
secret key are each generated and managed within an IC card 
that can be installed in and removed from the authentication 
device or counting device and which is protected so as to 
prevent external leakage of information. 
{Detailed description of the invention} 
{0001} 

{Technical field of the invention} The present invention relates 
to electronic voting systems and electronic voting method 
suitably used in voting in national political elections, regional 
elections and the like. 
{0002} 

{Prior art} In the prior art, voting in national political elections, 
regional elections and the like has been carried out by having 
eligible voters write the names of candidates on ballots at 
polling places, gathering said ballots, and confirming and 
counting the candidate names written on the ballots, one by one, 
with much labor. 
{0003} 

{Problem to be solved by the invention} However, in the 
aforementioned prior art, large amounts of labor and ballot 
opening space is required. Furthermore, since the voter name is 
written by hand by the voter, invalid votes and questionable 
votes due to clerical errors cannot be eliminated. Furthermore, 
due to the visual confirmation by people, there was the problem 
that counting errors would also occur. 

{0004} This invention was made in view of the above situation, 
and has the objective of providing an electronic voting system 
and electronic voting method capable of achieving reduction in 
amount of labor, reduction of ballot opening space, elimination 
of invalid ballots and questionable ballots, and prevention of 
counting errors. 
{0005} 

{Means of solving the problem} To resolve the aforesaid 
problems, the invention described in Claim 1 is distinguished in 
that it comprises a voting terminal connected to a network, 
which encrypts the content of votes cast by voters for candidates 
and generates encrypted vote content; an authentication device 
which authenticates said voters at said voting terminal via said 
network; and a counting device which decrypts the encrypted 
vote content obtained from said voting terminal via said 
authentication device to acquire the vote content, and counts the 
votes obtained by candidates based on said vote content. 
{0006} Furthermore, the invention described in Claim 2 is 
distinguished in that, in the electronic voting system described 
in Claim 1, said voting terminal comprises: a first encryption 
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means which encrypts the content of the vote cast by the voter 
to generate a first encrypted vote content, and a second 
encryption means which encrypts the first encrypted vote 
content encrypted by said first encryption means to generated a 
second encrypted vote content; said authentication device 
comprises a first decryption means which decrypts the second 
encrypted vote content encrypted by said second encryption 
means of said voting terminal to obtain said first encrypted vote 
content; and said counting device comprises a second 
decryption means which decrypts the first encrypted vote 
content decrypted by said first decryption means of said 
authentication device to obtain said vote content. 
{0007} Furthermore, the invention described in Claim 3 is 
distinguished in that, in the electronic voting method system 
described in Claim 2, said first encryption means encrypts the 
content of the vote cast by the voter using a first common key 
and encrypts said first common key using a first public key of 
said counting device; said second encryption means encrypts 
said first encrypted vote content using a second common key 
and encrypts said second common key using a second public 
key of said authentication device; said first decryption means 
comprises: a second common key decryption means which 
decrypts the encrypted second common key using a second 
secret key corresponding to said second public key to obtain 
said second common key, and a second encrypted vote content 
decryption means which decrypts said second encrypted vote 
content using the decrypted second common key to obtain said 
first encrypted vote content; and said second decryption means 
comprises: a first common key decryption means which 
decrypts the encrypted first common key using a first secret key 
corresponding to said first public key to obtain said first 
common key, and a first encrypted vote content decryption 
means which decrypts said first encrypted vote content using the 
decrypted first common key to obtain said vote content. 
{0008} Furthermore, the invention described in Claim 4 is 
distinguished in that, in the electronic voting system as 
described in any of Claims 1 through 3, said authentication 
device comprises a blind signing means which generates a blind 
signature for the vote content encrypted by said voting terminal 
to authenticate the legitimacy of the voter; and said voting 
terminal comprises a third encryption means which encrypts the 
content of the vote for candidates selected by the voter and 
transmits it to said authentication device, and a signature 
acquisition means which acquires signature information from 
the blind signature generated by the blind signing means of said 
authentication device. 

{0009} Furthermore, the invention described in Claim 5 is 
distinguished in that, in the electronic voting system as 
described in any of Claims 1 through 4, said counting device 
comprises an identification information generating means which 
generates identification information for said vote content, and a 
storage means which stores said vote content together with sffid 
identification information. 

{0010} Furthermore, the invention described in Claim 6 is 
distinguished in that, in the electronic voting system as 
described i n 
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any of Claims 3 through 5, said first public key and first secret 
key as well as said second public key and second secret key are 
each generated and managed within an IC card that can be 
installed in and removed from said authentication device or said 
counting device and which is protected so as to prevent external 
leakage of information. 

{0011} To resolve the aforementioned problems, the invention 
described in Claim 7 is distinguished in that a voter casts a vote 
from a voting terminal connected to a network; said cast vote 
content is encrypted and transmitted to an authentication device 
connected to said network; said authentication device performs 
authentication of the voter, and if he was authenticated, 
transmits said encrypted content to said counting device; said 
encrypted vote content is decrypted by said counting device to 
obtain the vote content; and the votes obtained by candidates are 
counted based on said vote content. 

{0012} Furthermore, the invention described in Claim 8 is 
distinguished in that, in the electronic voting method as 
described in Claim 7, said voting terminal encrypts said vote 
content to generate encrypted vote content; said authentication 
device generates a blind signature for the encrypted vote content 
encrypted by said voting terminal; and said voting terminal 
obtains signature information from said Mind signature. 
{0013} Furthermore, the invention described in Claim 9 is 
distinguished in that, in the electronic voting method as 
described in Claim 7, in the encryption of said vote content, the 
content of the vote cast by said voter is encrypted using a first 
common key to generate said first encrypted vote content; said 
first common key is encrypted using a first public key of said 
counting device; said first encrypted vote content is encrypted 
using a second common key to generated second encrypted vote 
content; said second common key is encrypted using a second 
public key of said authentication device; and in the decryption 
of said encrypted vote content, said encrypted second common 
key is decrypted using a second secret key corresponding to said 
second public key to obtain said second common key; said 
second encrypted vote content is decrypted using said decrypted 
second common key to obtain said first encrypted vote content; 
said encrypted first common key is decrypted using a first secret 
key corresponding to said first public key to obtain said first 
common key; and said first encrypted vote content is decrypted 
using said decrypted first common key to obtain the vote 
content. 

{0014} Furthermore, the invention described in Claim 10 is 
distinguished in that, in the electronic voting method as 
described in any of Claims 7 through 9, identification 
information is generated for said vote content, and said vote 
content is stored together with said identification information. 
{0015} Furthermore, the invention described in Claim 11 is 
distinguished in that, in the electronic voting method as 
described in any of Claims 7 through 10, said first public key 
and first secret key as well as said second public key and second 
secret key are each generated and managed within an IC card 
that can be installed in and removed from the authentication 
device or counting device and which is protected so as to 
prevent external leakage of information. 
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{0016} In this invention, a voter casts a vote from a voting 
terminal connected to a network; said cast vote content is 
authenticated by an authentication device connected to said 
network; said authenticated vote content is encrypted and 
transmitted to a counting device connected to said 
authentication device; said encrypted vote content is decrypted 
by said counting device to obtain the vote content; and the votes 
obtained by candidates are counted based on said vote content. 
Thus, it becomes possible to achieve reduction in amount of 
labor, reduction of ballot opening space, elimination of invalid 
ballots and questionable ballots, and prevention of counting 
errors. 
{0017} 

{Modes of embodiment of the invention} Below, modes of 
embodiment of the present invention are described using the 
drawings. 

A. Constitution of the mode of embodiment 
Figure 1 is a block diagram showing the constitution of an 
electronic voting system according to a mode of embodiment of 
the present invention. In Figure 1, voting terminals 1-1, 1-2, 
1-n are terminals installed at a polling place, and are made up of 
personal computers and the like. Said voting terminals 1-1 
through 1-n are connected to the internet 7. Multiple (n) voting 
terminals 1-1 through 1-n are installed at a single polling place, 
the number of terminals installed being determined in 
accordance with the number of eligible voters voting at the 
polling place. 

{0018} Said voting terminals 1-1 through 1-n have the function 
of encrypting candidate information, the function of decrypting 
(unblinding) digital signatures generated by the authentication 
server 2 described below, as well as the function of performing 
double encryption on candidate information and digital 
signatures, and the like. These functions (operations) will be 
discussed below. 

{0019} A voter enters an ID (voter identifier) and password for 
authenticating the voter, as well as candidates and the like, by 
touching numerical buttons on the touch panel of the voting 
terminals 1-1 through 1-n. The ID and password are for 
instance divided into groups of three columns, and each group is 
numbered. In consideration of elderly voters and the like, the ID 
and password are preferably made up of numerals only, so as to 
reduce misreading or input errors. 

{0020} The voting terminals 1-1 through 1-n may also be 
installed at a voter's home, in which case specific voting 
software needs to be installed in advance. 
{0021} The authentication server 2 requests said ED, password, 
birth date, etc. from the voting terminals 1-1 through 1-n via 
the internet 7, and verifies those pieces of information to 
authenticate the voter. Furthermore, the authentication server 2 
transmits candidate information (name, party, face photograph) 
to the voting terminals 1-1 through 1-n via the internet 7, and 
issues a digital signature (blind signature) for (encrypted) vote 
information from the voting terminals 1-1 through 1-n. 
Moreover, the authentication server 2 transmits encrypted vote 
information from the voting terminals 1-1 through 1-n to three 
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counting servers 4-1, 4-2 and 4-3, which are described below. 
Moreover, the authentication server 2 comprises an 
authentication database for performing voter authentication, 
managing voting status, etc. Said authentication database 3 
stores each voter's ID, password, name, address and voting 
status (registered, voting in progress, voting completed). 
{0022} The counting servers 4-1 through 4-3 consist of three 
physically separated servers having the same functions. The 
counting servers 4-1 through 4—3 each independently perform 
vote collection and counting. More specifically, the counting 
servers 4-1 through 4-3 verify the digital signature made by the 
authentication server 2 for vote information from the 
authentication server 2, generate and append a vote identifier 
thereto, and store it in counting databases 5-1, 5-2 and 5-3. The 
results of counting by the respective counting servers 4-1 
through 4-3 are compared to each other, and if a discrepancy is 
discovered, the correct value is determined by majority decision. 
{0023} The aforementioned authentication server 2 and 
counting servers 4-1 through 4-3 are made to perform 
encryption, decryption and digital signing of vote information; 
the generation of secret keys used in said encryption, decryption 
and digital signing, as well as decryption and signature 
generation, are performed on a storage medium such as an IC 
card. The secret key is protected so that it cannot be read out 
from the IC card. Thus, since backups against loss or the like 
cannot be made, as many signings and encryptions are 
performed as the number of secret keys (2 in this example; 3 in 
case of counting servers) to provide redundancy. 
{0024} B. Operation of the mode of embodiment 
Next, operation of the present mode of embodiment is described 
in detail with reference to the flow chart shown in Figure 3. 
Here, Figure 4 is a flow chart showing the process of obtaining a 
digital signature from the authentication server. Furthermore, 
Figure 5 is a conceptual drawing which shows the situation of 
envelope sealing at said voting terminals, unsealing at the 
authentication server and unsealing at the counting servers. 
{0025} A voter accesses the authentication server in advance 
via the internet from a terminal at his home and registers 
personal information (name, address, etc.) from an election 
administration Web screen presented by the authentication 
server (Step SI). The authentication server 2 mails a sealed 
postcard (voting card) with the ID (voter identifier) and PW 
(password) for the registered voter inscribed thereon to the 
voter's home (Step S2). Since there are eligible voters who may 
not have a terminal at home, sealed postcards (voting cards) 
may also be automatically mailed to the homes of eligible voters 
from the authentication server 2 (competent government office), 
as per the current practice. 

{0026} Next, on polling day, voters cast votes from the 
terminals at their home. Voters who do not have a terminal at 
home take the voting card mailed to their home and go to a 
polling place, and cast Votes from terminals at the polling place. 
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Voters commence voting from a voting terminal 1-i (i = 1 - h) 
installed at home or at a polling place (Step S3). 
{0027} The authentication server 2 requests input of ID, 
password and birth date from said voting terminal 1-i via the 
internet 7 (Step S4). The voter inputs the ID, password and birth 
date (MMDD) printed on the sealed postcard mailed to his home 
via the touch panel of the voting terminal 1-i (Step S5). The ID 
and password are transmitted via the internet 7 to the 
authentication server 2. 

{0028} The authentication server 2 compares the ID, password 
and birth date input from said voting terminal 1-i against 
information in the authentication database 3 to check if this is a 
proper voter, i.e. an eligible voter, and that this is not a case of 
duplicate voting (Step S6). If the voter was authenticated as 
being legitimate, the authentication server 2 transmits candidate 
information (name, party, face photograph, etc.) via the internet 
7 to said voting terminal 1-i (Step S7), If the voter was not 
authenticated as legitimate, that fact is displayed on the voting 
terminal 1-i and processing for the voter in question is 
discontinued. 

{0029} The voter confirms the candidate information displayed 
on the voting terminal 1-i and selects (votes for) candidates 
(Step S8). The voting terminal 1-i, as shown in Figure 4, blinds 
(encrypts) the selected candidate information (hereinafter, vote 
information) and transmits it via the internet 7 to the 
authentication server 2 (Step S9). The authentication server 2, as 
shown in Figure 4, generates a digital signature (blind signature) 
for said encrypted vote information and transmits it via the 
internet 7 to the voting terminal 1-i (Step S10). The voting 
terminal 1-i, as shown in Figure 4, unblinds (decrypts) said 
blind signature to obtain a digital signature (Step Sll). In this 
way, by using a blind signature, the authentication server 2 can 
ascertain the voter but cannot find out the vote content 
(guarantee of anonymity). Furthermore, the authentication 
server authenticates the voter's identity, that the vote content 
was produced by that voter, and that the vote was not cast in 
duplicate. 

{0030} Next, an example of the blind signing scheme is 
described. It is assumed that d is the authentication server's 
secret key, e and n are the public keys, and m is the vote 
information. Furthermore, the computational operations below 
are based on the residue of n. The voting terminal generates a 
random number r, and sends the product of r to the power of e 
and m to the authentication server as x. The authentication 
server takes x to the power of d and sends it to the voting 
terminal as y. This y is the blind signature. The voting terminal 
divides y by r. Since d = 1/e, the results of the division will be m 
to the power of d, which is the signature for m proper. 
{0031} Next, the voting terminal 1-i, as shown in Figure 5, 
seals said vote information (including digital signature) in an 
envelope A (Step SI 2), and then again seals it in an envelope 
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B (Step SI 3) and transmits it via the internet 7 to the 
authentication server 2. The authentication server 2, as shown in 
Figure 5, unseals only the outer envelope B (Step SI 4) and 
transmits the result to the counting servers 4-1 through 4-3. The 
counting servers 4-1 through 4-3, as shown in Figure 5, unseal 
the envelope A (Step SI 5) and obtain the original vote 
information (including digital signature). 
{0032} Below, the sealing of the envelope at said voting 
terminals 1-1 through 1-n, the unsealing at authentication 
server 2 and unsealing at the counting servers 4-1 through 4-3 
is described in more detail. Here, Figure 6 is a conceptual 
drawing which shows the detailed situation of sealing at said 
voting terminals. Furthermore, Figure 7 is a conceptual drawing 
which shows the detailed situation of unsealing at said 
authentication server and counting servers. 
{0033} At the voting terminals 1-1 through 1-n, as shown in 
Figure 6, the aforementioned vote information (including digital 
signature) is encrypted with a common key KA1 (Step Sal), 
thereby sealing it in envelope A, and then said common key 
KA1 is encrypted with a public key KB1 published by the 
counting servers 4-i (i = 1, 2, 3) (Step Sa2). Next, the encrypted 
vote information (envelope A) is further encrypted with 
common key KA2 (Step Sa3) to seal it in envelope B, after 
which said common key KA2 is encrypted with a public key 
KB2 published by the authentication server 2 (Step Sa4). The 
vote information is thereby sealed (encrypted) doubly, in 
envelope A (inner) and envelope B (outer). Said double 
encrypted vote information is transmitted via the internet 7 to 
the authentication server 2. 

{0034} At the authentication server 2, as shown in Figure 7(a), 
the encrypted common key KA2 is decrypted with the secret 
key KC2 corresponding to said public key KB2 to obtain said 
common key KA2 (Step Sbl) and said double encrypted vote 
information (inner: envelope A; outer: envelope B) is decrypted 
with said common key KA2 to unseal the outer envelope B 
(Step Sb2). The vote information sealed in envelope A is then 
transmitted to the counting servers 4-1 through 4-3. 
{0035} At the counting server 4-i (i = 1, 2, 3), as shown in 
Figure 7(b), the encrypted common key KA1 is decrypted by the 
secret key KC1 corresponding to said public key KB1 to obtain 
the common key KA1 (Step Scl), and said vote information 
(envelope A) is decrypted with said common key KA1 to unseal 
envelope A (Step Sc2). At this point, the counting server 4-i 
obtains the original vote information (including digital 
signature). 

{0036} In the foregoing description, the present mode of 
embodiment employs three counting servers 4-1 through 4-3, 
so in actuality, the counting servers would each generate their 
respective secret key KC1-1, KC1-2 or KC1-3 and the public 
key KB 1-1, KB 1-2 or KB 1-3 corresponding to said secret key. 
Then the voting terminal 1-i, when sealing the vote information 
in envelope A, would encrypt the common key KA1 with each 
of said public keys KB1-1, KB1-2 and KB 1-3. 
{0037} Returning to Figure 3, next, the counting servers 4-1 
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through 4-3 verify the authentication server signature based on 
the digital signature to check whether or not the vote 
information has been authenticated by the authentication server 
2 (Step SI 6). Next, the counting servers 4-1 through 4-3 
generate an identifier, for instance by taking the current date, 
hour, minute, second, millisecond and microsecond data as a 
hash value (Step SI 7), append it to the vote information and 
store it in the counting databases 5-1 through 5-3, and also 
count the vote based on the vote information. After completion 
of ballot opening, the voting results from the ballots collected 
and counted independently at each of the counting servers 4-1 
through 4-3 are compared, and if a discrepancy is discovered, 
the correct value is determined by majority decision. 
{0038} 

{Effect of the invention} As described above, according to the 
present invention, voters cast votes from voting terminals 
connected to a network, said cast vote content is authenticated 
by an authentication device connected to said network, said 
authenticated vote content is encrypted and transmitted via said 
network to a counting device connected to said authentication 
device, said encrypted vote content is decrypted by said 
counting device to obtain the vote content, and the votes 
obtained by candidates are counted based on said vote content, 
thereby providing the advantages of allowing one to achieve 
reduction in amount of labor, reduction of ballot opening space, 
elimination of invalid ballots and questionable ballots, and 
prevention of counting errors. 
{Brief description of the drawings} 

{Figure 1 } A block diagram showing the constitution of an 
electronic voting system according to a mode of embodiment of 
the present invention. 

{Figure 2} A conceptual diagram showing the constitution of 
the voter ID and password according to the present mode of 
embodiment. 

{Figure 3} A flow chart explaining the operation of an 
electronic voting system according to a mode of embodiment of 
the present invention. 

{Figure 4} A flow chart showing the process of obtaining a 

digital signature from the authentication server. 

{Figure 5} A conceptual drawing showing the situation of 

envelope sealing at voting terminals, unsealing at the 

authentication server, and unsealing at the counting servers. 

{Figure 6} A conceptual drawing which shows the detailed 

situation of envelope sealing at the voting terminals. 

{Figure 7} A conceptual drawing which shows the detailed 

situation of envelope unsealing at the authentication server and 

counting servers. 

{Description of captions} 

1-1 - 1-n Voting terminal 

2 Authentication server (authentication device) 

3 Authenticate database 

4- 1 - 4-3 Counting server (counting device) 

5- 1 - 5-3 Counting database 
7 Internet 
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